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PC, CLOUD AND SECURITY

Emergency Procedures

Fire Alarm

Tornado

Emergency Calls
Church office
Do not call 911 on cell
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Colleen Smith
Al, Andy & Bill
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WEBSITE

ALBRIGHTCS.COM

Bottom of center column
Emerge Be safe
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PC

Parts and Software
Cloud

Pipes and reservoirs
Security

Storage and protection
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PC

PC parts
RAM
Top of desk
Quick access
Constantly changing
Turn off PC it is gone

PC

PC parts
Hard Drive
Desk drawer
Larger size
Permanent files
Turn off PC it is still there
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PC

PC parts
Monitor
Keyboard
CD/DVD drive
Motherboard

PC

Programs & Folders
Windows
Runs the PC
Applications
Word, Excel, Edge
Files
Documents & spreadsheets
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CLOUD

Pipes
Service provider
CBT, Spectrum
Domain Name Server (DNS)
Search Engines

CLOUD

Storage and Data Banks

Information
Wikipedia
IRS Documents
Vendors
Product catalog
Repair instructions




CLOUD

Storage and Data Banks

Storage
Carbonite
Apple Cloud
MS OneDrive
Google
Private companies

SECURITY

Important Information
Files
Pictures

Viruses
Information Collectors
Redirectors
Ransomware
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SECURITY

Important Information

Keep files in folders
Pictures
Documents
Financial files

SECURITY

Backup Information
Carbonite
Cloud Storage

External Drive
Proprietary Software
Drag-and-Drop
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SECURITY

Backup — Cont.
Local external storage
Networked file server
USB attached Vendor drive
USB attached hard drive
USB flash (thumb) drive

SECURITY

Viruses
Information Collectors
Redirectors
Ransomware
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SECURITY
FENY
Virus Attack St
P What happens
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SECURITY
Virus attack
RAM - Memory Resident
Sits and waits
= Looks for account info
.,.\ Looks for passwords

Sends back to thief
Pull plug it is gone
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SECURITY

Virus attack
Hard Drive
Change start-up procedure
Hides folders and files
Changes access rights
Encrypts files
Pull the plug still there

SECURITY

Virus attack
Programs
Changes features
Sometimes stops load

Redirects to wrong site
Locks PC
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SECURITY

Scam Emails
Phone Calls

Connect to PC
Change Password
Encrypt Files
Locks PC

SECURITY

Virus attack
How to protect
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SECURITY

How to protect

Anti-Virus
Anti-Malware

Alerts

Record license keys

SECURITY

How to protect

Look before click
Backup files

Cloud & Encryption
OpenDNS
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SECURITY

‘(G How to protect
Anti-Virus
Defender many others
Anti-Malware
MalwareBytes
Alerts
WinPatrol

SECURITY

N
@ How to protect

Record license keys
MS Office
Photo editing
Windows 10 — not needed
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N
@ How to protect

Get tough look before click
What is it asking?
Did | ask for this?

_}{.

SECURITY
How to protect
: Backup files
e < Make a copy on Flash Drive

— Keep three or 4 copies

Make copy at end of month
Keep 3 months copies
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How to protect

Encryption
BitLocker
VeraCrypt
FileVault 2
DiskCryptor

—

SECURITY

How to protect

Make copies
Copy to cloud
Copy to external drive
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How to protect

OpenDNS
Website screen
Redirectors

Questions & Comments
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Be
Safe

Thank You!

Y
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